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https://unchained.com/blog/what-is-a-bitcoin-node/

TL;DR: "The crypto ecosystem is as good
as its software supply chain”



Software supply chain

“The set of all dependencies and tools
used to build, deploy and run a software
system”

Starting with

e The dependencies (Maven, NPM, etc)
e The core (compiler, linker, minifier)
e The pipelines (CI/CD)



Dependencies

Bugs? Breaking changes? Malicious code injection?



Example attack on dependency (event-stream, target

copay wallet)

snyk

December 7, 2011
event-stream
package created

October 16, 2015
event-stream
enters malntenance*
mode.

August 5, 2018

Antonio Macias** published
non-malicious package
flatmap-streamto npm.

- —

September 9, 2018

released
event-streame3.3.6,
that uses flatmap-stream.

November 20, 2018
FallingSnow opens the issue
against event-stream

November 26, 2018

HackerNews post appears
November 26, 2018
flatmap-stream package
removed from npm

November 26, 2018

Multiple users report the issue
to Snyk which is added to Snyk
Vuln DB on the same day.

November 26, 2018

Danny Grander from Snyk
reported the issue to the Node.js
Foundation Security WG

* Releases are less frequent. Only minor fixes being issued. ** This is the pen name which was given by the user on npm.

October Sth, 2018

An infected version of
flatmap-stream@@.1.1 was
released to the ecosystem. All
new installs of event-stream
will pick this version up.

https://snyk.io/blog/a-post-mortem-of-the-malicious-event-stream-backdoor/



https://snyk.io/blog/a-post-mortem-of-the-malicious-event-stream-backdoor/

Other examples

e DyDx
https://www.mend.io/resources/blog/popular-cryptocurrency-exchange-dydx-has-had-its
-npm-account-hacked/

e Sushiswap
https://blog.sonatype.com/3-million-cryptocurrency-heist-malicious-github-commit?hsLa
ng=en-us

e Cryptomining in docker
https://www.darkreading.com/attacks-breaches/container-supply-chain-attacks-cashing-
in-on-cryptojacking

e And counting.... https://chains.proj.kth.se/software-supply-chain-attacks-crypto.html



https://www.mend.io/resources/blog/popular-cryptocurrency-exchange-dydx-has-had-its-npm-account-hacked/
https://www.mend.io/resources/blog/popular-cryptocurrency-exchange-dydx-has-had-its-npm-account-hacked/
https://blog.sonatype.com/3-million-cryptocurrency-heist-malicious-github-commit?hsLang=en-us
https://blog.sonatype.com/3-million-cryptocurrency-heist-malicious-github-commit?hsLang=en-us
https://www.darkreading.com/attacks-breaches/container-supply-chain-attacks-cashing-in-on-cryptojacking
https://www.darkreading.com/attacks-breaches/container-supply-chain-attacks-cashing-in-on-cryptojacking
https://chains.proj.kth.se/software-supply-chain-attacks-crypto.html

Countermeasures (KUTE)

e Know your dependencies (Software bill of materials)
o https://github.com/CycloneDX

e Update your dependencies (Regularly and Automatically)
o Dependabot, Renovate, DepFu

e Track changes when updating (changelog/authors/keys)
o https://github.com/lightbend-labs/jardiff

e Ensure at runtime (Software integrity)
o https://chains-project.qithub.io

All of this is platform/language dependent


https://github.com/CycloneDX
https://github.com/dependabot
https://github.com/renovatebot/renovate
https://docs.google.com/document/u/0/d/1DuNDbaaPkIIgX3l6gaY7dI5Rq8jr6SLLpPHeyLwMwxc/edit
https://github.com/lightbend-labs/jardiff
https://chains-project.github.io

Know your dependencies (Ethereum Java Nodes)

Challenges of Producing Software Bill Of
Materials for Java

Musard Balliu, Benoit Baudry, Sofia Bobadilla, Mathias Ekstedt, Martin Monperrus, Javier Ron, Aman Sharma
Gabriel Skoglund, César Soto-Valero, Martin Wittlinger

Abstract—Software bills of materials (SBOM) promise to become the backbone of
software supply chain hardening. We deep-dive into 6 tools and the accuracy of
the SBOMs they produce for complex open-source Java projects. Our novel insights
reveal some hard challenges for the accurate production and usage of SBOMs.

César Soto-Valero ', Martin Monperrus ', and Benoit Baudry '“, KTH Royal Institute of Technology

Ethereum is the single largest programmable blockchain
today. Ethereurn nodes ope

n, relying
on a vast supply chain of third-party software dependencies



Know your dependencies (Ethereum Java Nodes)

January 2022

_ BeSU (Eth1) Besu (Eth1) | Teku (Eth2)
Lines of Java code 268,356 209,860

- Teku (Eth2)

Commits 3,125 3,142
Contributors 15 65
Unique internal dependencies 41 57
Unique third-party dependencies

Unique suppliers

Unique third-party dependencies introduced since January 2021

Unique third-party suppliers introduced since January 2021

Unique third-party dependency versions modified since
January 2021

$ build-info-go

$ gradle dependencies --scan



Mitigate Build Attacks (reproducible)

“The ability to fully control the produced binaries in a
deterministic way”

Source { Binary
(bitcoin.c) (bitcoind)

SHA256:
5a6b35d1a348a402f2d2d6ab5aed6
53a1a1f13bc63aaaf51605e3501b0
733b7a
https://qithub.com/chains-project/bt
c-supply-chain

Gitian (invented by bitcoin, 2010): https://qgitian.org/

Guix https://quix.gnu.org/ (bitcoin today)

NIX https://nixos.org/

Build attestations https://github.com/bitcoin-core/guix.sigs
Geth builds are not reproducible

Reproducible builds: Increasing the integrity of software supply chains C Lamb, S Zacchiroli - IEEE Software, 2021 u



https://gitian.org/
https://guix.gnu.org/
https://nixos.org/
https://github.com/bitcoin-core/guix.sigs
https://github.com/chains-project/btc-supply-chain
https://github.com/chains-project/btc-supply-chain
https://ieeexplore.ieee.org/abstract/document/9403390/
https://scholar.google.se/citations?user=mLC0j_UAAAAJ&hl=sv&oi=sra

Mitigate Trusting Trust Attacks

“To what extent should one trust a statement that a program is
free of Trojan horses.”
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Niklas Rosencrantz’s Master’s thesis, KTH, 2022

Diverse Double-Compiling to Harden Cryptocurrency Software 12



http://urn.kb.se/resolve?urn=urn:nbn:se:kth:diva-323901

Diverse Double Compilation

“The usage of two different compilers for the same
language to counter trusting trust attacks”

output
compilerA.source \
compilerA2.binary

Challenges:

compilerA1.binary

compilerB.binary

e Have two different compatible compilers
e Integrate them in mainstream continuous delivery of compilers 13

Countering trusting trust through diverse double-compiling, DA Wheeler, 2005


https://ieeexplore.ieee.org/abstract/document/1565233/

Software supply chain of decentralization

e “Governance code (“Code is law”)

o Example:
m \Voting code
m Tax code
m Grant allowance code

e Core properties
o Transparency = Democracy
o Immutability = Political Stability

e State-of-the-art: “Decentralized Autonomous Organization” (DAQO)

14



Smart contracts for governance

https://github.com/MolochVentures/moloch/blob/master/contracts/Moloch.sol

»

.sol at master * — Mozilla Firefox ~ el
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pragma solidity 0.5.3;

import "./SafeMath.sol";

import "./IERC20.sol";

import "./ReentrancyGuard.sol";

contract Moloch is ReentrancyGuard {

using SafeMath for uint256;
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GLOBAL CONSTANTS
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uint256
uint256
uint256
uint256
uint256
uint256
uint256

address

public
public
public
public
public
public
public

public

periodDuration; // default = 17280 = 4.8 hours in seconds (5 periods per day)

votingPeriodLength; // default = 35 periods (7 days)

gracePeriodLength; // default = 35 periods (7 days)

proposalDeposit; // default = 10 ETH (~$1,000 worth of ETH at contract deployment)

dilutionBound; // default = 3 - maximum multiplier a YES voter will be obligated to pay in case of mass ragequit
processingReward; // default = 0.1 - amount of ETH to give to whoever processes a proposal

summoningTime; // needed to determine the current period

depositToken; // deposit token contract reference; default = wWETH

// HARD-CODED LIMITS
// These numbers are quite arbitrary; they are small enough to avoid overflows when doing calculations

// with periods or shares, yet big enough to not limit reasonable use cases.
uint256 constant MAX_VOTING_PERIOD_LENGTH = 10**18; // maximum length of voting period ‘15
uint256 constant MAX_GRACE_PERIOD_LENGTH = 10**18; // maximum length of grace period


https://github.com/MolochVentures/moloch/blob/master/contracts/Moloch.sol

() _Strategylmplementation/AlphaVaultUtility.sol at d2ea245e478dbafe0c564420678a686ac798MT52 - SBfin/Strategyimplementation — Mozilla Firefox ~ el
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pragma-solidity 0.7.6;

import "../interfaces/external/IWETH9.sol";
import "@openzeppelin/contracts/math/Math.sol";

1

2

3

4

5 import "@openzeppelin/contracts/math/SafeMath.sol";

6 import "@openzeppelin/contracts/token/ERC20/ERC20.sol";

7 import "@openzeppelin/contracts/token/ERC20/IERC20.sol";

8 import "@openzeppelin/contracts/token/ERC20/SafeERC20.s0l";

9 import "@openzeppelin/contracts/utils/ReentrancyGuard.sol";

10  import "@uniswap/v3-core/contracts/interfaces/callback/IUniswapV3MintCallback.sol";
11 dimport "@uniswap/v3-core/contracts/interfaces/callback/IUniswapV3SwapCallback.sol";
12 import "@uniswap/v3-core/contracts/interfaces/IUniswapV3Pool.sol";

13  import "@uniswap/v3-core/contracts/libraries/TickMath.sol";

14  import "@uniswap/v3-periphery/contracts/libraries/LiquidityAmounts.sol";

15 import "@uniswap/v3-periphery/contracts/libraries/PositionKey.sol";

16  import "../interfaces/IVault.sol";

17 import "../interfaces/IOrbitVault.sol";

18  import "./Alphavault.sol";

19

20 contract AlphavaultUtility is

21 ReentrancyGuard

22 {

23 using SafeERC20 for IERC20;

24 using SafeMath for uint256;

25

26 address public immutable-weth; 16

27 Alphavault public immutable-alphavault;



The DAOQO update regression

e Problem: how to secure a
governance update? (= a code
update)

e Prerequisite: Votes on patches

e Solution: Automated deployment
with high integrity

17
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&— OVERVIEW

OpenZeppelin Security Partnership - 2023 Q1
Compensation e Openzeppelin

| Passed | 139 - Executed December 17th, 2022

1,182,845 Against

Polychain Capital 306,103.155
Ox9AA8..cCF1 256,015.7022
Gauntlet 1261061087
VIEW ALL

Details Proposal History
1 Transfer 26178.56 to Ox57C970568668087c05352456a3F59B58B03

Created

0066
° Active

Background
Starting on Dec 21st, 2021, OpenZeppelin was se to offer the Compound DAO security Succeeded
services including continuous audit, security advisory, and monitoring. At the start of every
quarter OpenZeppelin will create a proposal to renew the partnership and perform the next Queued
service fee payment.

Executed

Compensation Structure


https://compound.finance/governance/proposals/139
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“Governance in programmable societies
vitally requires software integrity”
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New Course DD2485, KTH, Nov-Dec 2023
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